
Privacy and Security Training
September 2024



Agenda
1. Annual Privacy Training

2. Reminders about PII security

3. What to do when…



Annual Privacy Training



Annual Privacy Training

Required by HUD but also a good idea!

Learning Management System

• Login: https://hmisncceh.unhosting.site/

• If you don’t know your username or password, ask hmis@ncceh.org!

• Then complete NC Privacy and Security 2024-2025 Course!
❑View the new 2024-2025 training

❑Pass the new Quiz after finishing

❑Review and Sign the new User Agreement

https://hmisncceh.unhosting.site/
mailto:hmis@ncceh.org


Reminders about PII



Data that is always Personally Identifiable Info

Name
Social Security 

Number
Email Address

Phone 
Number

Location / 
Physical 
Address



Data that can sometimes be Personally 
Identifiable Info, when combined

Date of Birth Age Gender
Race / 

Ethnicity

Client ID
Household 

Composition
Sexual 

Orientation
Project Start 

Date

Project Exit 
Date

Project 
Name/ ID

Other Data



HMIS@NCCEH Release of Information

What's Allowed and Who Can See?

Sharing Data within your Agency

• Agencies may use data for the Allowable Uses and Disclosures 
described in the ROI and in the Privacy Notice when clients 
present for services.



Allowable Uses and Disclosures



HMIS@NCCEH Release of Information

What's Allowed and Who Can See?

Sharing Data outside your Agency

• Agencies may use data for the Allowable Uses and Disclosures 
described in the ROI and in the Privacy Notice when clients 
present for services.



HMIS@NCCEH Release of Information

Clients can choose how to share HMIS data outside of your Agency

Section 1: HMIS Standard Information



HMIS@NCCEH Release of Information

Consent to visibility in HMIS but outside of your Agency

Section 2: Local Data Sharing



HMIS@NCCEH Release of Information

Consent to visibility in HMIS but outside of your Agency

Section 2: Local Data Sharing

• If you or clients have questions about which agencies share 
information in HMIS, a full list of Sharing Groups is available online 



Data is most secure when it is in HMIS

Downloading, printing, sending information risks exposure

When in doubt, keep it in HMIS!



What to do when…



What happens when clients say no

No to ROI Section 1: Standard Information
• Agencies outside of the original cannot view or search for the client

• Mark the ROI tab permission as No

• Attach the paper ROI to document

To everyone else, this 
Client ID will not exist



What happens when clients say no

1. Create a new Client ID

2. Mark the eROI Permission as “No”

3. Attach the paper ROI to document the specific sections declined

4. Email the Data Center Helpdesk



What happens when clients say no

No to ROI Section 2: Local Data Sharing
• Agencies participate in Visibility / Sharing Groups cannot view the full Client 

Profile, Project Start, Interim, or Exit Assessments in HMIS
• Clients can decline all or some of the partners

• The ROI tab is marked as No

• Attach the paper ROI to document



What happens when clients say no

No to ROI Section 2: Local Data Sharing
• Agencies participate in Visibility / Sharing Groups cannot view the full Client 

Profile, Project Start, Interim, or Exit Assessments in HMIS
• Clients can decline all or some of the partners

Groups of projects are added after 
agencies sign sharing agreements

Groups of projects are removed 
manually when a client blocks sharing



What happens when clients say no

1. Create a new Client ID

2. Mark the ROI Permission as “No”

3. Attach the paper ROI to document the specific sections declined

4. Email the Data Center Helpdesk



What if a client is still concerned?

If a client is worried about a profile in HMIS, there are other options:
1. Hide their Name in an “Unnamed record”

• Collect client information on paper forms

• Contact Data Center to switch your HMIS license to only create Unnamed records

• Save the client ID number in a secure location

2. Clients may use a code-name, pseudonym, or partial name to obscure/de-
identify their information
• Mark Name Data Quality as “Partial”

• This will be reported as an error in reports



When in doubt

1. Collect Paper Forms

2. Contact the Data Center (hmis@ncceh.org)



ROI Audit Report



A014 - ROI Client Detail Audit Report

View the ROI status of all clients within two dates!



A014 - ROI Client Detail Audit Report

EDA Provider: default for 
multiple projects, match 
EE Provider for one

EE Provider: select all 
applicable projects

Start Date: the earliest 
date to include 
enrollments

End Date (Plus One Day): 
the latest date to include 
enrollments + 1



A014 - ROI Client Detail Audit Report



Additional Resources

HMIS@NCCEH Privacy Documents
https://www.ncceh.org/hmis/

HMIS@NCCEH Client Consent and Information Page
https://www.ncceh.org/hmis/clientconsent

HUD’s HMIS Requirements Proposed Rule
https://www.federalregister.gov/documents/2011/12/09/2011-31634/homeless-

management-information-systems-requirements#h-26

FTC Consumer Advice: Online Privacy and Security
https://consumer.ftc.gov/identity-theft-and-online-security/online-privacy-and-

security

https://www.ncceh.org/hmis/admin/
https://www.ncceh.org/hmis/clientconsent
https://www.federalregister.gov/documents/2011/12/09/2011-31634/homeless-management-information-systems-requirements#h-26
https://www.federalregister.gov/documents/2011/12/09/2011-31634/homeless-management-information-systems-requirements#h-26
https://consumer.ftc.gov/identity-theft-and-online-security/online-privacy-and-security
https://consumer.ftc.gov/identity-theft-and-online-security/online-privacy-and-security


NCEndHomelessness

nc_end_homelessness

@NCHomelessness
Contact NCCEH

hello@ncceh.org
919.755.4393

Contact NCCEH Data Center Help Desk
hmis@ncceh.org
919.410.6997
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